Seguranca de HIPs alem da
obscuridade:

CAPTCHAs, de volta ao basico

Por Carybé Gongalves Silva sob supervisdo de Ronaldo Fumio Hashimoto



Can machines think?



O Teste de Turing e o Jogo da Imitacao
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Fonte: Wikimedia Commons



O Teste de Turing e o Jogo da Imitacao
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Fonte: HBO’s “WestWorld” (2016)



Historico da Inteligéncia Artificial

de “estupidez artificial” a sistemas especialistas
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Eliza is a mock Rogerian psychotherapist.
e https://chat.openai.comy/chat
S e Try it with : "write a [language] script that : "
Men are all alike.
e i've generated a bunch of them. You got to try them out because sometimes ChatGPT in confidently
At e wrong. Here's one i generated with : " write a powershell script that retrive name and phone number
Sttt it from a user in azure AD with username passed as argument " https://imgur.com/a/w6CDfeF
hear that you are depressed.
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Fonte: Wikimedia Commons Fonte: Reddit



Using GPT-3 to explain how code works

One of my favourite uses for the GPT-3 Al language model is generating
explanations of how code works. It’s shockingly effective at this: its training set
clearly include a vast amount of source code.

(I initially thought this was related to GitHub Copilot being built on GPT-3, but
actually that’s built on a GPT-3 descendent called OpenAl Codex.)

Here are a few recent examples.

Fonte: Simon Willison’s Weblog



Automatic Commit Summaries Using OpenAl’s
Language Model

Introducing the GPT summarizer — Generate pull request summaries
and commit descriptions

Fonte: Better Progamming



Temporary policy: ChatGPT is banned

ed 7 days ago Modified today Viewed 158k times

Use of ChatGPT! generated text for content on Stack Overflow is
temporarily banned.

Please see the Help Center article: Why posting GPT and ChatGPT
generated answers is not currently acceptable

This is a temporary policy intended to slow down the influx of answers and other content created
with ChatGPT. What the final policy will be regarding the use of this and other similar tools is
something that will need to be discussed with Stack Overflow staff and, quite likely, here on Meta
Stack Overflow.

Fonte: Stack Overflow



Quais sao as capacidades estritamente humanas?

——_
Can a robot take a blank canvas
and turn it into a masterpiece?

Can you? e .
StableDiffusion prompt: Film still of blade

runner interrogation scene

(A .

Fonte: “I, Robot” (2004)



O Teste de Turing Reverso

e o0 desafio de se automatizar um comprovante de interagdo humana

HIP - Human Interaction Proof

Fonte: AltaVista (1997) Fonte: Yahoo EZ-Gimpy (2000)



O Teste de Turing Reverso

e o0 desafio de se automatizar um comprovante de interagdo humana

CAPTCHA - Completely Automated Public Turing test to tell Computers and Humans Apart

Luis von Ahn (2003)
Type the two words: =

Fonte: reCAPTCHA (2008)

“A captcha is a cryptographic protocol whose underlying hardness
assumption is based on an Al problem.”

von Ahn (2003)



HIPs como sistemas de seguranca

e Protegem dados e recursos sensiveis a acessos automatizados

e Diferentemente de sistemas criptograficos, ha uma tolerancia de acerto do atacante,
assim como uma tolerancia de erro do usuario (desafio da Acessibilidade)

“‘We do not allow captchas to base their security in the secrecy
of a database or a piece of code”
von Ahn (2003)



Seguranca por obscuridade de Kerckhoffs a Shannon

1.

The system must be practically, if not mathematically,
indecipherable;

It should not require secrecy, and it should not be

a problem if it falls into enemy hands;

It must be possible to communicate and remember the key
without using written notes, and correspondents must be able
to change or modify it at will;

It must be applicable to telegraph communications;

It must be portable, and should not require several persons to
handle or operate;

Lastly, given the circumstances in which it is to be used, the
system must be easy to use and should not be stressful to use
or require its users to know and comply with a long list of rules.

Kerckhoffs (1883)

“The enemy knows the system”
Shannon (1949)



Evolucao dos HIPs

Fonte: AltaVista (1997)
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Fonte: reCAPTCHA (2008)
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Fonte: Google’s reCAPTCHA (2012)




Evolucao dos HIPs

Most Visited 3 Pr

cloudflarechallenge.comis requesting extended information
about your security key, which may affect your privacy.

Firefox can anonymize this for you, but the website might decline
this key. If declined, you can try again.

0 L]

Set of keys
(proof parameters)
Server “ /

Anonymize anyway

Cancel Proceed

Verify with CAP

N Learn more
Proof constructed using
the signature
and the set of keys

What is happening

Signature
produced locally

Why do | have to complete a CAPTCHA?

Completing the CAPTCHA proves you are a human and gives you temporary access to th
pro f

Fonte: Cloudflare (2021)



Taxonomia dos HIPs

Textual Légico

Please solve the following math function: 5 + 13

Exemplo: captcha.py

Exemplo: laravel math

Visual Just to prove you are a human, please answer the
G t following math challenge.
enerativo
Independente de dados* HiCslcuus
Média acessibilidade oz [5-sin

Exemplo: QRBGS
Visual

Generativo

Independente de dados

Média acessibilidade*

Auditivo

Press PLAY and enter the numbers
you hear

C o0 Verify
Exemplo: reCAPTCHAV2 audio

Sonoro

Generativo

Dependente de dados*
Média acessibilidade*

*Com ressalvas



Taxonomia dos HIPs

Imagético de Selecao

Select all images with a
bus

Exemplo: reCAPTCHAv2

Visual
Nao-Generativo
Dependente de dados
Média acessibilidade

Imagético de Transformacgao

When the main image
is the right way up
touch Done

Exemplo: FunCaptch
Visual

Generativo
Dependente de dados
Média acessibilidade*

0o:s9 | W | suil]

Type 3 words that best describe this video:

dogs costume halloween

_ Exemplo: Video Captcha
Visual

Nao-Generativo
Dependente de dados
Baixa acessibilidade

*Com ressalvas



Taxonomia dos HIPs

Comportamental Sensorial

I'm not a robot

Exemplo: reCAPTCHAv2 NoCAPTCHA

Telemétrico Exemplo:CAPPCHA
Nao-Generativo Telemétrico Exemplo: Turnstile
Dependen.te'c'je dados Nao-Generativo Criptografico
Alta acessibilidade Dependente de dados Nao-Generativo
Média acessibilidade* Dependente de entidade certificador

Alta acessibilidade*

*Com ressalvas



Estudo de caso: CAPTCHA textual

Modelo mais ubiquo entre as diferentes categorias:

muitos modelos abertos permitindo uma facil geragao de conjuntos de dados

N&ao-dependente de dados:

segurancga nao-baseada em obscuridade

Biblioteca: captcha.py implementa: aleatorizacao de fonte, distor¢ao e rotacédo independete de
caracteres, coloracdo aleatéria do fundo e do texto, ruido, linhas anti-segmentacao,
sobreposicao de caracteres e suavizacao de bordas




CAPTCHA textual: ataque classico

Baseado em OCR (Optical character recognition), segmentacao e processamento
de imagens em uma estrutura de pipeline

Input image Foreground pixel
count per segment

Recognized
word
FRILLY
FRISKY 987 _| Pixel sum matchiﬁg_’l:l

FRIZZY 1,001 . Recognition result

FRIDAY
All candidates words

Fonte: CAPTCHA Security: a case study

FRIARY




CAPTCHA textual: ataque ingénuo usando CNNs

EELITTIT]

| R

AN S

D — BICYCLE

FULLY
INPUT CONVOLUTION + RELU POOLING CONVOLUTION + RELU POOLING CONNECTED SOFTMAX

Y Y

FEATURE LEARNING CLASSIFICATION

Fonte: towards data science




CAPTCHA textual: ataque ingénuo usando CNNs

Pooling

Convolucgao

Input image
5 | 34 78 156 2x2 Max Pooling
32 | 54 221|221

0 114 119

253 | 59 56 45’

Fonte: towards data science
Fonte: Convolution Arithmetic



CAPTCHA textual: ataque ingénuo usando CNNs

Conv_1
Convolution
(5 x 5) kernel
valid padding

INPUT
(28 x28 x1)

fc_3 fc_4
Fully-Connected Fully-Connected
Neural Network Neural Network

Conv_2 ReLU activation

Max-Pooling (with
\dropout)

%‘o

Max-Pooling (5 x 5) kernel
(2x2) valid padding (2x2)

\\| »
nl channels nl channels n2 channels n2 channels |l e
L]

8x8xn2 4x4xn2)
(24 x 24 x n1) (12x12 xnl) (8x8xn2) ( ) OUTPUT

n3 units

Fonte: towards data science



CAPTCHA textual: ataque ingénuo usando CNNs

224x224x3

224 x 224 x 64

14x14x512

C@fﬁﬂ

7x7x512

1x 1x 4096

@ Convolution + RelLU ' ] Max pooling

" Fully connected Softmax

Estrutura VGG16 utilizada
Fonte: LIRIS-CSE



Resultados e generalizagao dos modelos

Um modelo mais genérico é capaz de atacar de forma eficiente um maior numero
de tipos de captchas textuais, por isso variou-se em 3 modelos disponiveis pela
biblioteca:

1. Wheezy (depreciado sem aleatorizagcdo de algumas distorgcdes)
2. Default (padrao da biblioteca)
3. Fonts (com aleatorizacdo de um conjunto maior de fontes)

Além disso, variou-se os alfabetos e a extensao dos textos em (letras minusculas
(a), letras maiusculas (A) e numeros (n)) e (2, 4, 8 e 16 caracteres),
respectivamente



Resultados e generalizagcao dos modelos

MODEL\
DATASET '~ = = L .4 . dAn d_Aa d_na d_Ana| f. i & i j fAa fna fAna

w_A l
w_n

w_a

w_An I

w_Aa |

w_na
w_Ana [ 3.7

Modelos treinados com 1 milhdo de captchas de 2 caracteres de extensao



Resultados e generalizagcao dos modelos

MODEL\
DATASET WA wn wa WAn wAa wna wAna| dA d_n da dAn dAa dna d_Ana| f_ il i » fAa fna fAna

W_A|
w_n
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w_Aa » [7
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Resultados e generalizagcao dos modelos

MODEL\
DATASET W_A | 4 w_An w_Aa w_na w_Ana ¥ 4 | d An d_Aa d.na d_Ana

w_A
w_n
w_a
w_An
w_Aa

Modelos treinados com 1 milhdo de captchas de 8 caracteres de extensao




Resultados e generalizagcao dos modelos

MODEL\
DATASET A il w_An w_Aa w_na w_Ana| d_A d_n da dAn d_Aa d.na d_Ana| f. P’ i fAn f Aa fna f Ana

w_A
w_n
w_a
w_An
w_Aa

Modelos treinados com 1 milhdo de captchas de 16 caracteres de extenséo




