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2 Introduction

Retrieving information from databases pulls a constant activity on the daily routine, con-
currently, its privacy concern when it comes to sensitive data develop a parallel problem.
Private information retrieval (PIR) is a privacy protocol that allows a user to download a
required message from a set of messages stored in a database without revealing the index of
the required message to the databases.

In other words, PIR is protocol in which from one side, a possibly untrusted server holds
a public database DB with N records. On the other side, a client wants to query for record
i€ {0---N — 1}, without letting the server learn the queried item they are looking up (and,
hence, learning the value v associated with i they are interested in). A naive solution involves
the client locally downloading the whole DB, but that can be expensive: the goal of PIR is to
both preserve privacy and be more efficient than the total cost of downloading the whole DB.
There are many proposed solutions for this problem, and for this Capstone Project, we will
explore the ones that uses Fully Homomorphic Encryption(FHE) as cryptographic primitive.
[2, 5,9, 8, 3,4, 11, 6, 7, 10, 1]

3 Preliminaries and Fundamentals

3.1 Stateful Private Information Retrieval

It is important to note that the PIR interaction is divided into two parts: (1) offline
query-independent and (2) online query-dependent.



e Offline Phase:

ssetup (1*): An algorithm that runs on the server, generating the initial param-
eter 1ip.

cinit(ip): An algorithm where the client initializes with the initial parameters
ip. It generates a message msg that is sent to a server during the offline phase. This
phase can be omitted, making the scheme client-independent for preprocessing.

spreproc(ip, DB,msg): Server preprocessing algorithm that runs using the ini-
tial parameters ip, the server’s database DB, and the client’s message msg. It
generates a set of public parameters pp that are downloaded by the client.

cpreproc(ip,pp): Client preprocessing algorithm that runs on the server gen-
erated with the public parameters (ip,pp) and generates a state st.

e Online Phase:

— query(st,i): Algorithm in which the client generates a query q for the item at

index 1 in the server’s DB, and optionally returns an updated state st’.

— respond (DB, q): Algorithm in which the server generates a response r to be

sent to the client.

— process(st, r): Algorithm in which the client uses this response r and gener-

ates an element x from the DB.

4 FrodoPIR Original Scheme

The protocol consists of 5 parts, where:

e Offline

1.

In the offline phase, the server interprets the database as a matrix and applies
a compression function to reduce its size, creating a global parameter. This
compression function reduces the size of the DB by m/\, where X is the security
parameter and m is the number of elements in the DB. Therefore, note that the
parameter is not linear in the size of the DB.

. Also in the offline phase, the client downloads the public parameters and computes

¢ sets of preprocessed query parameters.

e Online

1.

In the online phase, the client uses a set of preprocessed query parameters to
create the encrypted query vector and sends it to the server.

Still in the online phase, the server responds to this query by multiplying the
query vector with the DB matrix.

Finally, the client returns the result by decrypting the response using the prepro-
cessed query parameters.
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Fig. 1. An overview of FrodoPIR. In (1), the server compresses their database DB (repre-
sented as a matrix) into M, via multiplication with the global matrix A that is derived
randomly from a public seed p. The client downloads (u, M), and in (2) they preprocess
a query and store (b.c), note that b is an LWE sample and is thus randomly distributed.
In the online phase, in (3), the client creates their query by adding an indicator value
x to the i'" vector entry of b. In (4), thp server multiplies the client query vector with
their DB matrix and return the result, €. Finally, in (5), the client subtracts ¢ from
¢ — rounding the result to remove any error terms and learns the i"" row of DB.
The full scheme is given in Section 4.

Figure 1: FrodoPIR overview

5 Objectives

The goal of the project approach is to reduce the computational cost of the online query
processing, allowing the client to deal with multiple indices simultaneously. By structuring
the database as a \/m x y/m matrix D, each cell representing a different element in DB, the
client sends then two query vectors vy and veo, each of size v/m. The server then computes
matrix-vector products to obtain the given entries.

6 Schedule

This is the scheduling estimation for this project:



2023 2024
Project Schedule

Aug | Sep | Oct | Nov | Dec | Jan | Feb | Mar | Apr | May | Jun | Jul | Aug | Sep

1. Study the theoretical
background and review
existing literature

2. Choosing the project
approach

3. Creation of the
project proposal

4. Formalization of
proposal

5. Theoretical analysis
of the model

6. Model
Implementation

7. Result Evaluation

8. Monograph Writing

9. Presentation
Elaboration and
Finalizing

Table 1: Capstone project schedule

6.1 Schedule details
1. Study the theoretical background and review existing literature
e Reading theoretical background of Fully Homomorphic Encryption, Learning With
Error problem, Ring Learning With Error problem.
e Understandin the Bootstrapping approach.
e Reading about most relevant cyphers for the context: DGHV and GSW.

e Reading about Private Information Retrieval and most famous protocols (SealPIR,
FrodoPIR, etc.)




. Choosing the project approach

e Deciding how we can contribute to the Private Information Retrieval current state
of art.

. Creation of the project proposal

e Choosing the articles to be main reference.

Understanding the protocol chosen (FrodoPIR) and its mathematical implications.

Understanding the protocol scheme and mathematical overheads.

Finding how can we contribute to the protocol.
. Formalization of proposal

e Formalizing the project approach.

. Theoretical analysis of the model

Start the formalization of the modifications.

e Mathematically formalize the approach.

Do the cost analysis of the changes.

Do eventual changes of the approach in order to keep the correctness and viability.

. Model Implementation

Understand the current implementation of the protocol

Select and analyse the parts to be modified.

Review the viability of the theoretical model according to the implementation

e Do the hands-on of the theoretical model and change the current implementation.
. Result Evaluation and Comparisions

e Extract the results of the applied modifications
e Compare with the original protocol.

e Decide whether the optimization happened or not.
. Monograph Writing

e Compile the collected information.
e Group and summarize according to the offered model of monograph.

e (Let’s do the writing!)
. Presentation Elaboration and Finalizing

e Do any necessary adjustments.
e Elaborate poster.

e Elaborate the presentation for the scheduled date (aprox. December).
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